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Differential Privacy: Algorithm A: X™ - Wiis
(e, 0)-differentially private if, for any two data
sets X, X' that differ in exactly one data point, for
any measurable subset, W € W,

l;r[A(X) eEW] < esar[A(X’) EW]+6

Challenge: Differentially private inference often
suffers from a curse of dimensionality: n = Q(d)
for number of sample n and data dimension d.
Our focus: High-dimensional mean estimation:
Given dataset x € R™*¢ sampled from
distribution P with mean y, find i: || — ull, <
a. This is a fundamental task and a subroutine in
many private algorithms.

Dependence on d: Sometimes it is unavoidable:
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samples are necessary and sufficient for (g, §)-D
mean estimation [KLSU’19, BGSUZ’'21].

But real-world data are often anisotropic (far from
isotropic). The signal can be concentrated in few
directions — the rest are noise. AT “
Non-privately, the sample complexity \
scales with the effective rank:
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Can we achieve similar dimension-independent
sample complexity under privacy?

For (&, 5)-DP, we present:

* An (&, 8)-DP (sub)Gaussian mean estimator with
dimension-free sample complexity, for known X.

* The error achieved by this estimator is optimal.

* An (g, 6)-DP (sub)Gaussian mean estimator with
milder dependence on the dimension for
unknown X.

For pure DP, it’s impossible via packing [HT10].

Prior Approaches

1. Learning the mean in Mahalanobis norm
v Implies bound on error in Euclidean norm:
|2 —ully < a=lad—ull; < aoy.
v Can be done with unknown X with the same sample
size [BGSUZ'21].
X Requiresn = Q(d).

2. “Folklore”: clip + spherical noise [KV’18] i
Find private coarse mean fi to clip data { ﬂ
Add noise NV (0, Tr(Z)1 gxq/€2n2) L
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X Spherical noise incurs \/d Tr(Z)/en error.

3. [PLAN’23]: clip + rescaled noise
Find private coarse mean i to clip data
Add noise V' (0, Tr(Z1/2)x1/2 /e2n?)

Tr(Z) Tr(z1/?)log1/s +d
n= a(2)+ ( l{:‘ g / +?

v" Allows for more error in directions of small variance.
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X Coarse estimation requires vd /e

‘ All prior approaches require n=vd. Ours do not!

Must 3 bucket of coordinates m € [log d] with

same variance d(m) of size d(m) X, 0; /0(m)

= bucket m is isotropic Gaussian

= need d(;,)0(m)/ e samples to learn its
mean [KLSU2019]
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A d/*ependence for unknown X

* Privately learning X in spectral norm requires n = d->
[KMS’22].

* Techniques from [BGSUZ’21] require n =d.

Consider diagonal covariance.

1. Approach 1: Privately learn all o;, then run known-
covariance algorithm = Requires n 2\/3/8.

2. Approach 2: Only privately learn Tr(Z) and add
spherical Gaussian noise = Error scales with

A dTr(Z)/en.

Idea: learn as many large o; as the sample size allows,
add spherical noise to the remaining coordinates.

An optimal estimator under known X

Idea: replace coarse estimation with a pre-processing check

log1/6

which only uses samples and ensures

Ve, ||IZ7 4 (xp - x]-)”is Tr(z'/?)
using the FriendlyCore filter of [TCKMS’21] with this predicate

1.Filter data by the predicate and abort if too few remain.
2.Release empirical mean of modified dataset with Gaussian

1/2
noise V' (0, log(@/8)Tr(x 7 )) y1/4

£2n?

We learn the top k ~ £2n? variances. Error of remaining

. . vd . .
coordinates is % times larger than the optimal.

Optimal error under unknown covariance? Our algorithm
matches the known-covariance error for special cases:
e.g. exponentially decaying variances.
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